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mo.ao, AN Bandwidth Aggregation AMUNIMIFIM IEEE cole.mad LACP 16
¢ a v & v vy &
a.0c.9UNT00 Server Load Balance flqudnuusiugruadiiosdialuil

mac.e.  \ugunsal Application Switch %38 Server Load Balance

moclo.  iWasn Gigabit Ethemet WU @o/e0o/ao00 Wi Copper 3o R)-g& Wi
SFP Suauliviosnin « wein

aoca 585 UMsdoude eo Gigabit Ethernet wuu SFP+ l@ladiasndt o wesalu
DUIAA

mec.a 3 Throughput abitiesni1 eo Gbps
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aecd  annsoviuuuy ssLldlidesndt oo TPS w3a CPS

meco. d concurrent connection 38 concurrent session tAggaliiounia
®0,000,000 Connections ¥39 Sessions

aec.a.  Hnsvinliteendt eled,coo connections per second Tussdvu Layer

aoec.c  dmsinilidesmn ado,ooo requests per second 138 connections per second
Tusedv Layer o

mec.e.  Inhyanuimdanlivesnii eo GB
aec.eo. ansavinisiudadeya (Compression) laliioundt m Gbps
nec.ee. HAMENNTAMT Caching Way Rate Shaping (30 Rate Limiting) st
0.06.0lb. aﬂ'uau‘umsnssma‘iwamﬁwié‘msﬁ'qm’a‘lﬂﬁr Round Robin, Least
Connections, Weighted Least Connections
mecen. @MNIIUIINTIAMSIIRaLUL HTTPS w3 Web, Cormand Line Interface (CL)
NORE.OC aﬁ'uauumsm High Available WUY Active/Standby %38 Active/Active it
aocd.ed. @UAUUNTYINM IPvo
P mod.ab. fividaedngln (Power Supply) Wuu Redundant wavaunsanaawdmnildiag
: TidpangasEUY (Hot swap 138 Hot plug)
1 m.ec.en. HIUNIMARBUNIMAIATEIV FCC Wi UL
N.0c.08. annsofadlug Rack 1asgANA ect TV
.oi.gUnTnl Access Switch flandnunsugstiaiosderolud
moc.e. anvusnsvinnulitisundy Layer o 183 0S| Model
aocl. fvendeudasruuiaieuns (Network Interface) WUU ao/@oo/ac00
Fuulivieund o 904
aoca  ygaliiananusrsimivihiudeadeursssuuisiatienndes
meR.E HNDTR eo Gigabit Ethernet Wuu SFP+ Snhulitiosndi b vea
mod 995U MAC Address 1alivioandn elo,ooo MAC Address
e, 3 Switching Capacity W38 Switching bandwidth Qqa,ﬂmﬁaum'w abo Gbps
mo.e. il Throughput wie Forwarding Rate geaaliviosndn «oMpps
mocd.  @msnuimsdanisgunsaidumialusunsy Web Browser 18
moec,  dmnsalduniunInsgu Pvo 1@

aloo.gunsaitasiuiaTedns Firewall/IPs d1miu server zone fiauanuuziugiuegs
Yaudealuil
nwo.e. Lﬂuqﬂnini Firewall vl Stateful Inspection firewall Wuu Appliance
mlbolb. i1 Throughput 984 Firewall Inspection S1unlifeendy ¢o Gbps

o P ] v ) . K% )
mbo.am.  T0FUMTWeNRENau q M (Concurrent Sessions) liliveenin e¢,coo,000
- 1
AI\UBUAD

abo.g.  5897UN19% sunalui (New Sessions / Second) lali #1091 moo,000
ms\doune (sessions) At
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abo.d. idondeudosvuuiniotis (Network Interface) WU so/eoc/eacoo Wid
SFP wiaAnd1 wnlitiouni elo voa

abob.  imein eoGigabit Ethernet Wuu SFP+ dunubitiosnin « 1aa

albo.w. @nnIanTRasuwarliaatumIynInglLuuAn q aghatfead] Syn Flood,
UDP Flood, ICMP Flood, IP Address Spoof, IP Address Sweep, Port Scan,

DoS or DDoS, Teardrop Attack, Land Attack, TCP Fragment, ICMP Fragment
Wusuld

nbo.c.

AU150YIIN1TNIMUA P Address way Service Port Wuu Network Address
Translation (NAT) uag Port Address Translation (PAT) 18
s995Un15Ms1aR Ul Y (User Authentication) fugudayagldangluda
gunsad, {14lu RADIUS, lu LDAP uaz Windows Active Directory ldidu
atnviay

. @saviaudnuuy Transparent Mode 161

. @14150 Routing WUV Static, Dynamic Routing &

. 5835UMS¥h High Availability (HA) WUU Active-Active 138 Active-Passive I@
. @nsauimnsdnnisgunsaliunasgu HTTPS wia SsH ldluaghaios

. annsadiuneasBenuasnsivaeunsidan (Logging/Monitoring) taenfiutiu
Syslog 141

mloo.ad. il Power Supply WUU Redundant ¥nuluy Hot Swap w38 Hot Plug
moa.gUnsoil0uIATet e FirewallIPS wuuTl 1o ﬁqmé’nwmxﬁupuaduﬁaaﬁwia‘l'dﬁ

noe.e. Li‘luqﬂn’mﬁ Firewall wtin Stateful Inspection firewall wuu Appliance

mloalo. i1 Throughput 83 Firewall Inspection 31unulidiieanin <o Gbps

mlos.a.  s0eunmsileudondon q M (Concurrent Sessions) llitiaunin ¢,0o0,000
ns\douse

moae.  58a5uni9idausaln (New Sessions / Second) 8l a 011 oo,000
ns\Feuste (sessions) Aol

mloo.d. el auroszuuinieu1y (Network Interface) LUV eo/eoo/a000
Funbitiosnin elo ved

mloeb.  iMD¥N mo Gigabit Ethernet Wuu SFP+ S1uaulitaundt b do

mled,  @msansvdsulardasiunsyninguiuuais aavipedadl Syn Flood,
UDP Flood, ICMP Flood, IP Address Spoof, IP Address Sweep, Port Scan,
DoS or DDoS, Teardrop Attack, Land Attack, TCP Fragment, ICMP Fragment
Jusle

moe.c.  @U150Y1IN15NMUA [P Address Was Service Port WUU Network Address
Translation (NAT) uag Port Address Translation (PAT) 16

mbac,  7095UN15NT9as VL1 (User Authentication) fugtudayargldnslud
aunsal, f101u RADIUS, Tu LDAP uay Windows Active Directory latdu
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mloe.@o. AMWITAVINUANYNE Transparent Mode 1
mloe.ee. #1150 Routing WUU Static, Dynamic Routing 1A
mloa.ab. 8I3UNIYN High Availability (HA) WUy Active-Active W39 Active-Passive
o
alba.em. @RNTIUIMIIAMIgUNTaliMINRSEIUL HTTPS %30 SSH Tailuethaiey
albe.ed. @NNTIAvTvatBaLataaeunsidIu (Logging/Monitoring) Tnstfiu
Wu Syslog 14
ma.ed. il Power Supply WUU Redundant ¥iauuuy Hot Swap w38 Hot Plug
e, s2UUSAAULAE AT I Log/Event Tiqndnunisiuguadnatiosduoluil
alolo.e,  \WUsEUU Security Information and Event Management (SIEM) @11150%78
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nlol.lb, awmﬁtﬁmﬂzﬁ'&'agaﬁaﬂnmnwu Real-Time Threat Analysis Was%1
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Answvideya Log amuszav Wudu

mlolo.d,  @usads Alert luULUY Email uaz SNMP Traps tiisuduiouiloifin
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mlblbo.  @wsavia Case Management 1o lasasaadnauasiounming Case AN 9
inmgmsaiiAntlussuuliiudguald

alblo.o. @wrsavinisBududianu (Authentication) fl¥auuuuniglu (Local User
Authentication) WasWuUUATBUDN HIUNI RADIUS, Active Directory, LDAP
Ihiluadnaey

mlo.q.  @wsafmua Policy lumsdaiudeyald

albloc.  dm150vi5e41u (Report) lugunuunslasdaion fail Line Chart,
Bar Chart, Pie Chart
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®) AT13M T Login Failure Way Login Success HavuAves Admin
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o) Ainswrilddhfimsnesnuviings scan port fiszuuniogunsal
-l o« v e P - ¢ al 1Y) .
o) asdeunislavinineatesiuniesnouiinesiddy (Critical Assets)

v x ] ~ ¥ 4
aloa. 810FYYIM (UTP) figudnuusiugiuotiaiesddaluil
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mlom.lo.
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d1uvasuan Jandul (Unshield Twisted Pair: UTP) 1171 boo wiay
fidormuanndnuasdl

&) \Wumevsaumglnndsanuy « gan (¢ Pairs) 119 lom AWG

o) figuaRaenadoinnunIgIu TIVEIA-doc-B w3e TIA/EIA-&oa-C

) @MNITBITUNS LU Gigabit Ethernet Way aoo Base-Tx niiiuataioy
fuunsusniduian PVC 3o FR-PVC vida LSZH

&)3035umamdB Ul boo MHz WAzl Attenuation liiv o dB i Frequency
®00 MHz

o) Yanganea Ly iatengfasiinfuneniunes (Modular Jack
Connector

b v 4 v - =4
o) Yawanauaunny Wmesasiuainaneneuag Sandes (UTP
Patch Panel)

WA na1enoaunIn Tandua (UTP Patch Panel) 9717 o & iay
fiformuanudnuas d

o) Wurliafiannsofindatug Rack 1una e 1l waziisnuau Port litioy
A1 o Ports

b) figuanifaonndpannnsgiu TIA/EIA-doc-B Wia TIA/EIA-&oa-C
Arenesunin Gandond suse (UTP Patch Cord) §1uau boo Wiy
fdormunnnidnuoe fil

@) Wuay UTP Patch Cord 110 o AWG

b) TnnauRaonnaInunsg1u TIA/EIA-goc-B 1138 TIA/EIA-¢oa-C
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ForaafussunuiRmsatiution futeluil Windows Server (mood, bosle, boab),
Red Hat Enterprise Linux (o, o) /

#915895V Cryptographic APl 8814108 an 0l PKCS#am, Opensst,
Microsoft CAPI way CNG, Java (JCE)

#B95893U Cryptographic Algorithms aghatioudts sieluil

@) Asymmetric : Diffie-Hellman, RSA, DSA

) Symmetric: AES, mDES, DES, SHA‘w &0 HMAC, SHA-nc« HMAC, SHA-d@lo
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#oe545UN5¥ Hash Digest atnatioudaneluil MD&, SHA-o, SHAG (low,
bdo, ma, dolb bit)

avfuanu Security compliance aghatiaufsaluil

@) FIPS eeo- Level b Lay Level m certified

o) Common Criteria EAL&+ certified

o) IPvio certified

31 RSA Signing Performance @w3U o bit key length litiosnin €oo TPS
imhedatiuteyamelunuy solid-state videfinia

fi5vuv audit logging, syslog diagnostic, SNMP monitoring

arfuayu Safety and environment standard compliance atfouddsluil
UL; CE, FCC

mlod.eo. I power supply LUY hot swap %38 hot plug 3ruanbitieendi o miny
) a a v & ' v 1
albd. \ATosRBNRInRswIdula Rack Server inndnuusiugusgaioenaluil

mod.e.

mlod.d&.
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mlod.o.
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fivtheUszanananam (CPU) aunlitiounin e unuvan (e core) dmsy
ABNRARBSWNYY (Server) TﬂammzLLasﬁmwL'“ﬁf‘(tgcgwmmﬁn'\ﬁugw‘lﬁ
BN oo GHz mnubiiesnin b wmiw

mheUszanananan (CPU) s835unisUssnanawuy oe bit fivteamusa
WUV Cache Mermory Litiosnin ec MB fi® Processor

fieanudman (RAM) 4ila ECC DDRe wiafini Suumbitiosnin e GB,
fminadaiAudoya (Hard Drive) wila SAS flffanm$asevlaifesnd
®0,000 TOUADUIT %70 vlla Solid State Drive W38/ANT1 WUU Hot-Plug
38 Hot Swap wasilvunarugliiesnit oo GB Srunbiviesnin b miz
avfuayunsinu wuu RAID litieendn RAID o, @

i Host bus adapter dmiuideuseiussuuirieterin eo Gbps Base-T uas
Fiber Channel &' Gbps 9,

annsalda DVD-ROM, USB device 3afinin Wuu Virtual Media o
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mlooo.  d90nM aUn‘sﬂiaﬁUﬁmmm (KVM Switch) uag wuRiuvwsonunuduia
(touch pad) wgnaamwu LLavmmmaqmu'lug) Rack
o 1AT R uWala Dot Matrix Printer wuuuAsa Y i flqudnwusi uguatialon
mmahJu (AINUFTIAINAIUAL qmanumwugwunqnm-ﬁﬂaqumas YBINTINTN
Mifaufioirrugiauardenn atuiieuiiuia eeol W o¢ 1181157 @o)
alod.e.  TIuiRuAlibesn be 1y
aloolo.  finnunilunsiuilitesndt go Aedni (Column)
mloda.  TAmurvnzRuisiemuiig i eo fdnusdet Ihitesnd <oo
FdnyIRoIuNY
mlow.a.  fmmasidealunsfiniiiuy Enhanced Graphics hitfaunin mooxmoo dpi
mlo.d.  Imheaudwuy Input Buffer litfouni elos KB
mlow.o,  Teudeusds (nterface) W Parallel w§a USB o0 viafnd1 $1uniliitios
N1 @ P04
moz.inissRueiinawed niovila LED mwh ¥iin Network wWuufl o (e nii1/ani)
(mummmﬂmnaﬂmauﬂmanwmwugwﬂmmmaanmas Y0INTINIIAINA
WniAsughawardiny avuieuiinam eese W oo 9100157 <o)
mbs.e.  dAnuasidualunsiuiliviosnin ebooxeboo dpi
abzl.  Tanuilumsiuisulilosndy ag wisewi (ppm)
bz d@wrsafiuvienasnaunthdnluiild
mbs.a.  IMhuaNs (Memory) muabivioenii eloc MB
. mbad  SYsadeuss (Interface) Wy USB b.o wisint1 snumiliiooni o des
: \m.bd.b. fideadensiassuuirieths (Network Interface) WUU @o/aco/acoo Base-T
S wiodnd1 Sunuliviesnin e es 3o amnsalfuriuededieldans WiF
SV (IEEE gob.eob,gn) If
ngxﬁ‘ﬁ?aﬁ finaldnseaulibiviosnin oo uku
Z med.  annsollEty Ag, Letter, Legal Way Custom
mlex. gUNINigMURTLUVBINYTYESR (Smart Card Reader) (nunausisnainanauas 00
an‘umﬁumunqnmmaaummas yaansEnInRIvaiislATugiauadeay atuiieu
fiunay ol Wi be $9M57 ¢2)
albca.  Am1Tngwkasideutayaludasuuuaiunyssasd (Smart Card)
ANNIATEI ISO/IEC dlcero 1
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alocta.  annsaliuiudoadoude (nterface) wuu USB 14
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m.mo.aUnTafdmfiu Log File svuuiafatns uwuuil e (Auinmsisiatnatuazgmdnuol
fuguagiasirouiamef venssnindidvaieirrugisuasday atuifeuiiunau
el W & 918157 0a)
mmo.e. Jugunsal Appliance wiagunsalrsufinnefilduinsgiu aunsaifi
TIN50 (logs or Events) ﬁlﬁﬂ‘ﬁ’u‘luqﬂnifﬁﬁltﬂu appliances way
non-appliances \Ju Firewall, Network Devices #1149, 5suuyfjudinag,
UV appliances, sEuuiAiete wagsyuugiudoya Wudu ldedwiss e
gunsaiesruu Tneanusaudnnaagnialisuiuy (format) Wenild
maolo.  Hspuumsdhiateyaiteliusummugnismesteyaitdafunuunasgu
MD¢ %138 SHA-» W3ofini
amo.m.  A190LAU Log File Tuguuuu Syslog wesgunsal 1yu Router, Switch,
Firewall, VPN, Server (Jugu 1
amo.a.  @MNTUIMIIANMIRUATAIRNINASEIUL HTTPS, Command Line Interface
way SSH &
amo.d.  @msadniiulog file lfigndes assmumsEsTtyRddmsnsshadisty
paRwes Uit Tl Fusesnmspumsdadiuiasinnmanaondy
281 log file AnAsE Wy wnmsgUEBEvselinduarmeuf e v
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maalo.  dvaaieurosruuiaiete (Network Interface) WU mo/@oo/a0oo Base-T
wiednd Smlifaend m vos

amaa  fnudlumsdendoga (Throughput) litissndn ¢oo Mbps wis 835y
msdwwteyalalitiesndt & ooo Transactions Aedund

ame.e.  @U1UIMISTANsgUNsalinunlysunsy Web Browser w3 CLI latiu
agavlay

maed.  @W1IOns93uNgAnTIuNSTaL Web Application vaagfivinnlduins
Web Application uuipiespoufiamesuidiema q 16
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1) Cookie Poisoning
) Buffer Overflow
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